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Slat armor to protect critical infrastructure

INTRODUCTION

Up until recent years, building a regular fence around the
perimeter of critical facilities was considered enough to
comply with regulations. Most vulnerability and risk as-
sessments had assumed a low risk of aerial intrusion. Fly-
ing objects (either birds, objects carried by wind, or vehi-
cles) were considered to be a lower risk than ground intru-
sion, therefore, no physical barrier was required to protect
the overhead space.

Traditionally, a state which had the capability of con-
ducting an intentional aerial attack was deterred by the risk
of an open war, and a high-tech defense system is much
more effective than a physical armor. For some facilities,
such as military airbases, the risk/reward assessment fa-
vours 3 dimensionally reinforced hangars to shelter military
aircraft.

In recent years, the world has witnessed a proliferation of
Unmanned Aerial Vehicles (UAVs). They are affordable and
easy to access, and they are able to carry multiple kilo-

grams of explosives for many kilometers and hit a target
accurately. These capabilities are now available to indi-
viduals who can use them to have access to equipment,
installations and material, causing sabotage, damage, or
theft. A physical fence against UAVs is an important con-
sideration, as it serves as a last line of defense together
with other elements and components.

ABQAIQ ATTACK

In September 2019, the attack on the world’s largest oil
processing facilities showed the danger of drone intrusion
to critical infrastructures. The missile defense system failed
to stop the swarm of drones and cruise missiles that struck
the oil infrastructure. Figures 1.&2. show some of the
physical damage caused by the attack.

Many unique offensive advantages of drones could be
reduced by an overhead slat armor. Although their small
size makes drones less visible to radars, it also means a

Figure 1. An aerial photo showing some of the damages on the oil processing facility (Source' Digital Globe)
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A kiilsg veszélyek kezelése az egyik legfontosabb prioritds a
kritikus infrastrukttra védelme szempontjabol. Az ilyen létesitmények védelme al-
landd alkalmazkodast igényel. A drontechnika elterjedése Uj tipust veszélyt jelent,
és a dronok olcsok és konnyen hozzaférhetdk, tehat hatékony fegyverré valnak,
amely a legtobb Iétesitmény szamara jelentds veszélyt jelent. Tanulmanyunkban a
felsd racspanceélzat, mint védelmi eszkoz hasznalatanak jelentdségét targyaljuk a
légi tdmadasok elleni védekezésben. A tradicionalis keritések csak a foldfelszini
védelmet biztositjak, kivetkezésképpen egy felsd racspancélzat hasznalata sziik-
séges a drénok és repiilé targyak behatoldsanak megakadalyozasa érdekében.

kritikus infrastruktdra biztonsaga, biztonsagi kerités, felsd
racspancélzat, dron behatolds

Dealing with external threats has one of the highest priorities
when it comes to securing critical infrastructure. The protection of such fa-
cilities requires continuous adaptability. The proliferation of drone technology
accentuates a new threat, and the low cost and ease of access make it an
effective weapon that poses a great danger to most facilities. In this paper,
we discuss the need for a slat armor to protect critical infrastructure from
aerial objects, as traditional defences provide protection against objects at
ground level only. Consequently, an overhead slat armor is necessary to
provide adequate defence against flying objects and drone intrusions.

critical infrastructure security, protective fence, overhead slat
armor, drone intrusion
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Figure 2. Closer look at the damages

small mass of explosive, and the low flight altitude will re-
sult in a smaller kinetic energy impact. Likewise, high ma-
noeuvrability means lower speed, and therefore less ki-
netic energy impact as well. Similar to the API Std 650
standard published by the American Petroleum Institute
(API), European standard EN 14015 code for oil storage
tank shell’s thickness does not take into the equation any
external up-normal impact either, as we can see in the
equation used to the outer shell thickness:

e= %{QBW(HC -03)+p}+c

Where: ¢ is the corrosion allowance in millimetres. D is the
tank diameter in metres. e is the required thickness in mil-
limetres. H, is the distance from the bottom of the shell
course. P is the design pressure at the top of the tank in
mbar. S is the allowable stress for the appropriate condi-
tion in N/mm2. W is the density of the liquid under consid-
eration in kg/I.

For the gigantic spherical shaped tanks in Figure 2. we
can see that although the impacts have created holes and
started a fire, the explosion was not strong enough to de-
stroy the tanks completely.

FENCE CRASH TESTING

Since decades fences have been rated by performing the
fence crash test, where different types of vehicles crash
into the fence at different speeds. The fences are usually
rated based on how far past the fence the vehicle travels
in each scenario, as illustrated by Figure 3.

The American Society for Testing and Materials (ASTM)
has developed crash certifications for different types of
vehicles. They are as follows:

C-ratings: small passenger car (2430 Ib.)

Figure 3. lllustration of a crash test for fence rating

PU-ratings: pickup truck (5070 Ib.)
M-ratings: medium-duty truck (15,000 Ib.)
H-ratings: heavy goods vehicle (65,000 Ib.)

Betafence Te.st Nommat Penetration
anti-ram type LUl TR rate
P weight | speed
American Society for Testing and Materials (ASTM)
P1= 1m
<
M50 P1/P2/P3/P4 | 6800 kg | 80 km/h P2= 7m
P3 = 30m
P4 > 30m
P1= 1m
<
M40 P1/P2/P3/P4 | 6800 kg | 65 km/h P2= 7m
P3 = 30m
P4 > 30m
P1= 1m
<
M30 P1/P2/P3/P4 | 6800 kg | 50 km/h P2= 7m
P3 = 30m
P4 > 30m

A similar rating is suggested to certify different types of
slat armors. A similar rating to certify different types of slat
armor against aerial objects will help designers and secu-
rity officials consider the feasibility of integrating the armor
into the facility relatively small. The additional costs,
weight, and space required will be evaluated based on a
vulnerability and risk assessment and on how they can af-
fect the insurance policy of each facility.
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Szabo Miklos

Airbus A300B es A310 tipuscsaladok

Az Airbus A300B és A310 tipuscsaladok cimu kotet 2019-ben jelent meg az Aposztrof
Kiad6é gondozasaban. A kereskedelmi replilégépeket bemutatd kdnyvsorozat maso-
dik kotetével Szabd Miklds visszatér a kdzOs eurdpai repulégépgyartas kezdeteihez,
az Airbus repllégépgyar torténetéhez. A kotetben — a gyartas kronoldgiai sorrend-
jében — 6nallé fejezetek foglalkoznak az egyes tipuscsaladokokkal. A szerz6, Szabd
Miklos rendér alezredes, évekig nemzetkdzi repllésbiztonsagi 6sszekotd tisztként
dolgozott. Széles latokord, kivald szakemberként, ugyanakkor a polgari repulés
szerelmeseként kalauzolja az olvasét.

A kotet megismerteti az érdekl6ddket a fejlesztésben egyiittmikddd négy eurdpai
orszag (Egyestlt Kiralysag, Franciaorszag, Német Szdvetségi Kdztarsasag és Spa-
nyolorszag) megallapodasaival. Az olvasé végig kdvetheti az elsé Airbus A300B gyar-
tasi mozzanatait, a hangarbdl valé kigérdilését és a tesztrepiléseit is. (A prototipus
1972. oktdber 28-an hajtotta végre felszallasat és 1974. majus 30-an allt szolgalatba).
A szerz6é bemutatja a polgari repuléstorténet elsé kétpilotas, szélestérzsl replilégé-
pét, majd megismerhetjik az A300B repll6gépek, valamint a cskkentett utaslétszamu, ugyanakkor kbézepes- és
nagy hatétavolsagu utdd, az A310-es torténetét. Onallod fejezet szdl a tipuscsalad gyartasanak fejlédésérdl is, amely-
nek fészerepldje az A300B4-600-as tipus alapjaira felépitett kiilonleges szallitogép, a Beluga. A kdnyvben attekinthet-
juk a forradalmian Uj megoldasokat tartalmazé repulési integralt adatrendszer technoldgiai Ujdonsagait. Ezt a megol-
dast elséként az A310-300-as csalad gépeiben alkalmaztak. A szerz6 megemlékezik az Airbus neves tervezgirdl,
valamint azokrdl az ujitokrol, akik megalmodtak és megszervezték Eurdpa kdzos kereskedelmi replilégépgyartasanak
rendszerét.

Szabo Miklds ismeretterjesztd stilusban, részletesen mutatja be a kiilonb6z6 tipusvariansokat, azok miszaki saja-
tossdagait €s specialitasait. Az érdeklédésre szamottarté kézikonyvet szamos fotd, haromnézeti rajz és a miszaki
paramétereket 6sszefoglalo tablazat illusztralja. Az adatgazdag kotetet a repuléstorténet irant érdeklédé olvasoknak,
valamint — a szerzét idézve — ,minden repulésbaratnak” ajanljuk.

Rirbus A3008
és A310 tipuscsaladok

A cérnafiizott, keménytablas, 174 oldal terjedelmii konyv 3900 Ft-os aron kaphato a konyvesboltokban, illetve
megrendelheté az Aposztrof Kiadé honlapjan, a https://www.aposztrof.hu/component/virtuemart/
utazas?ltemid=101 cimen, 23%-os kedvezménnyel. (W. T.) >
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